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130 and DoD 5400.11-R, and the Quar-
terly and Annual Federal Information
Security Management Agency (FISMA)
Privacy Reports, as required by 44
U.S.C. 3544(c), such other reports as
may be required.

(xii) Update and maintain this part
and DoD 5400.11-R.

Subpart B—Systems of Records

§310.10 General.

(a) System of Records. To be subject to
the provisions of this part, a ‘‘system
of records’ must:

(1) Consist of “‘records’ (as defined in
310.4(r)) that are retrieved by the name
of an individual or some other personal
identifier; and

(2) Be under the control of a DoD
Component.

(b) Retrieval practices. (1) Records in a
group of records that MAY be retrieved
by a name or personal identifier are
not covered by this part even if the
records contain personal data and are
under control of a DoD Component.
The records MUST be retrieved by
name or other personal identifier to be-
come a system of records for the pur-
pose of this part.

(i) When records are contained in an
automated (Information Technology)
system that is capable of being manip-
ulated to retrieve information about an
individual, this does not automatically
transform the system into a system of
records as defined in this part.

(ii) In determining whether an auto-
mated system is a system of records
that is subject to this part, retrieval
policies and practices shall be evalu-
ated. If DoD Component policy is to re-
trieve personal information by the
name or other unique personal identi-
fier, it is a system of records. If DoD
Component policy prohibits retrieval
by name or other identifier, but the ac-
tual practice of the Component is to re-
trieve information by name or identi-
fier, even if done infrequently, it is a
system of records.

(2) If records are retrieved by name
or personal identifier, a system notice
must be submitted in accordance with
§310.33.

(3) If records are not retrieved by
name or personal identifier but then
are rearranged in such a manner that
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they are retrieved by name or personal
identifier, a new systems notice must
be submitted in accordance with
§310.33.

(4) If records in a system of records
are rearranged so that retrieval is no
longer by name or other personal iden-
tifier, the records are no longer subject
to this part and the system notice for
the records shall be deleted in accord-
ance with §310.34.

(c) Relevance and necessity. Informa-
tion or records about an individual
shall only be maintained in a system of
records that is relevant and necessary
to accomplish a DoD Component pur-
pose required by a Federal statute or
an Executive Order.

(d) Authority to establish systems of
records. Identify the specific statute or
the Executive Order that authorizes
maintaining personal information in
each system of records. The existence
of a statute or Executive Order man-
dating the maintenance of a system of
records does not abrogate the responsi-
bility to ensure that the information in
the system of records is relevant and
necessary. If a statute or Executive
Order does not expressly direct the cre-
ation of a system of records, but the es-
tablishment of a system of records is
necessary in order to discharge the re-
quirements of the statute or Executive
Order, the statute or Executive Order
shall be cited as authority.

(e) Exercise of First Amendment rights.
(1) Do not maintain any records de-
scribing how an individual exercises his
or her rights guaranteed by the First
Amendment of the U.S. Constitution
except when:

(i) Expressly authorized by Federal
statute;

(ii) Expressly authorized by the indi-
vidual; or

(iii) Maintenance of the information
is pertinent to and within the scope of
an authorized law enforcement activ-
ity.

(2) First Amendment rights include,
but are not limited to, freedom of reli-
gion, freedom of political beliefs, free-
dom of speech, freedom of the press,
the right to assemble, and the right to
petition.
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(f) System Manager’s evaluation. (1)
Evaluate the information to be in-
cluded in each new system before es-
tablishing the system and evaluate pe-
riodically the information contained in
each existing system of records for rel-
evancy and necessity. Such a review
shall also occur when a system notice
alteration or amendment is prepared
(see §310.33 and §310.34).

(2) Consider the following:

(i) The relationship of each item of
information retained and collected to
the purpose for which the system is
maintained;

(ii) The specific impact on the pur-
pose or mission of not collecting each
category of information contained in
the system;

(iii) The possibility of meeting the
informational requirements through
use of information not individually
identifiable or through other tech-
niques, such as sampling;

(iv) The length of time each item of
personal information must be retained;

(v) The cost of maintaining the infor-
mation; and

(vi) The necessity and relevancy of
the information to the purpose for
which it was collected.

(g) Discontinued information require-
ments. (1) Stop collecting immediately
any category or item of personal infor-
mation for which retention is no longer
justified. Also delete this information
from existing records, when feasible.

(2) Do not destroy any records that
must be retained in accordance with
disposal authorizations established
under 44 U.S.C. 3303a, Examination by
Archivist of Lists and Schedules of
Records Lacking Preservation Value;
Disposal of Records.”

§310.11 Standards of accuracy.

(a) Accuracy of information main-
tained. Maintain all personal informa-
tion used or may be used to make any
determination about an individual with
such accuracy, relevance, timeliness,
and completeness as is reasonably nec-
essary to ensure fairness to the indi-
vidual in making any such determina-
tion.

(b) Accuracy determinations before dis-
semination. Before disseminating any
personal information from a system of
records to any person outside the De-

§310.12

partment of Defense, other than a Fed-
eral Agency, make reasonable efforts
to ensure the information to be dis-
closed is accurate, relevant, timely,
and complete for the purpose it is being
maintained (see §310.21(d)).

§310.12

(a) Applicability to government contrac-
tors. (1) When a DoD Component con-
tract requires the operation or mainte-
nance of a system of records or a por-
tion of a system of records or requires
the performance of any activities asso-
ciated with maintaining a system of
records, including the collection, use,
and dissemination of records, the
record system or the portion of the
record system affected are considered
to be maintained by the DoD Compo-
nent and are subject to this part. The
Component is responsible for applying
the requirements of this part to the
contractor. The contractor and its em-
ployees are to be considered employees
of the DoD Component for purposes of
the criminal provisions of 5 U.S.C
5b2a(i) during the performance of the
contract. Consistent with the Federal
Acquisition Regulation (FAR), Part
24.1, contracts requiring the mainte-
nance or operation of a system of
records or the portion of a system of
records shall include in the solicitation
and resulting contract such terms as
are prescribed by the FAR.

(2) If the contractor must use, have
access to, or disseminate individually
identifiable information subject to this
part in order to perform any part of a
contract, and the information would
have been collected, maintained, used,
or disseminated by the DoD Component
but for the award of the contract, these
contractor activities are subject to this
part.

(3) The restriction in paragraphs
(a)(1) and (2) of this section do not
apply to records:

(i) Established and maintained to as-
sist in making internal contractor
management decisions, such as records
maintained by the contractor for use in
managing the contract;

(ii) Maintained as internal contractor
employee records even when used in
conjunction with providing goods and
services to the Department of Defense;
or

Government contractors.
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